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Yemen-Based Disinformation Campaign Distributing Fake News in

Israel and the Arab World

Summary
On July 25, 2019, several social media profiles propagated fake news claiming that two famous Israeli women,
Yona Elian And Roni Dalumi (an actor and a singer, respectively), have died. These accounts posted the story

on Israeli media outlets pages, as well as a number of Israeli social media groups, primarily on Facebook.

Note that each of these posts shared a links to fake media outlets' websites. Investigating these websites
Clearsky uncovered a large-scale disinformation campaign based in Yemen, operating since 2016. The
operation is comprised of several dozen fake media outlets, impersonating legitimate Arab media outlets from

the Gulf and the Arabian Peninsula.

Despite many grammatical and spelling errors and the gruesome content, the fake information went viral
quickly and uncontrollably. Despite the promptly issued official denials of the news, it took a long time to

refute them.

These sites bear many similarities to the global disinformation operation conducted by Iran for 7 years, which
we exposed on November 2018, Further, the operators of the Yemen-based campaign are using the exact
same methodology as the Iranian operation. Accordingly, Clearsky assess that there might be a connection

between these operators.

One possible connection is that the operators of this operation are related to the Houthi movement which has
strong connections to the Iranian regime. While this attribution is still under investigation, it is clear that at

the very least the Yemen operators were inspired from the Iranian operation.

! https://www.clearskysec.com/global-iranian-disinformation-operation/
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Content in Hebrew alongside content in Arabic
In several of the fraudulent websites (all written in Arabic) we identified fake content in Hebrew. The reason
for this remains unclear. The Hebrew content is mainly about famous Israeli celebrities. Note that some of

content was copied of Israeli websites with minor changes.

For example, several of the fake articles were about the death of Israeli actor and Israeli singer. During the
investigation, we identified few old articles distributed fake rumors about suicide attempts of Israeli actors

that contained almost exact wording. Below is a screenshot from one of the fraudulent websites:

https://guif4news.com
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To distribute this fake news, the operators used fake social [rips//twittercom/batrignens/
media accounts. Some of these accounts have the names of < Profile

the fake media outlets, while others have names of genuine
profiles with various changes (for example, Arabic names

written in Hebrew).

Most of these accounts were blocked by Twitter and

Facebook. However, some of them are still active and
. S . . batri

continue distributing fake news in Israel and in the Arab @batrignews
Peninsula. Regarding the profiles distributing the recent fake
Account suspended

news, it appears that in some cases, the operators did not try Twitter suspends accounts which violate the Twitter Rules

to hide the origins of the profiles.

A few of the profiles’ name were not change from the original name in Arabic to Hebrew names. In other

cases, we observed minor and cosmetic changes. As noted, each post included a link for the fake news website.
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One of the profiles targeting Israel went by the handle “Eilat Takrit” ('Eilat Incident' in Hebrew). The profile
posted rumors about the alleged death of Yona Elian, alongside a link to the fake website encouraging the
readers to access it. This account for instance, posted a comment with a link on the formal page of the Israeli

public broadcasting, 'Kan' (|x2).
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When looking at the profile's account the direct connection to Yemen becomes apparent. Notably, the profile
claims to work in ‘u=A Jee’, @ Yemeni business from Tarim, Yemen?. Moreover, while that account pretends
to be of a young female, the operator of this profile did not remove the original profile pictures of it —
presenting an adult man. The photos were uploaded by the profile owner on 2013. Respectively, its Facebook’s

friends are adult mans from Yemen.

2https://www.facebook.com/pages/%D8%B9%D9%85%D9%84%D8%AE%D8%A7%D8%B5/244141035750910?eid=ARCAVbXOPCplnaulAHaxcGcLM5aEkb87Pk6La GIx4X08In
P88Bftab_ImtvOWNDC4FjI5006BmXTxks&timeline_context_item_type=intro_card_work&timeline_context_item_source=100006583890313& fref=tag&rf=114970298525
916
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The profile states that this woman lives in the city of Eilat, same as her name. Accordingly, we assess that the

operator of the profile adopted the name from the city.
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The operation is comprised of tens of fake media outlets, most of which carry names associate with the Persian

Gulf. Below are a few examples for these websites:

Domain
nashr-news[.Jcom
dubai-press[.]Jcom
shahd24[.]com
alragi-news|[.Jcom

jdednews[.]Jcom

noor-press[.Jcom
gulf-press[.]net

gulfanews[.]Jcom

gulfecho[.]net

alwasatalarby[.]Jcom

asdaadubai[.]Jcom

Arabic Name
BPEpEt
G (s
24 als

BYEPB

D sl

S ISEL
oo sl
Gulf News
Al gaa
ol Lol

‘é_.m ;‘Mi

English Translation
Nasher News
Dubai Press
Shaid 24

Alragi News (A forum from Saudi Arabia)
The Updated News

Nur Press

The Gulf Press

The Gulf News

The Voice of the Gulf

The Arab Center (A nickname to 1948’ Arabs)

The Voices of Dubai

Below are several screenshots from the websites (note — the content was auto-translated via by Google

Translate):
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nashr-news.com

B Contactus  Privacy policy whoarewe  Publisher News

LI

nashr -news.com

Mix Cultureandarts technology money and business News Sports  Arab and international “

Watch the new Facebook process raises security concerns in Britain

‘Saudi riyal and various forelgnmn'enq&s inthe” nghllghted the final. communique of the G20
market on Saturday,27-7-2019 summit in Osaka, Japan

[Two days ago ®
Cafahanl

noor-press.com

™ - June 15, 20190
UAE: UAE Minish!/nochébor,'aQnounces vacancies
for gll pationalities in all disciplines

““Amina Al'Ali,‘Chaifn
“Ajman Busmesswxf

education allowance to their Developlng the skills gf women
children in the coming days producing the basis of the 2019

ctratams
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gulfecho.net

Mix Artand celebrities science and technology = News Sports  Economie

ARAB INTERNATIONAL

US Secretary of State heads
to Riyadh and Abu Dhabi

Abbas: We are ready for -
dialogue with Washington if it e Povaad X
backs up its decisions OH'Q‘OJI QDLD‘.UI "5}‘0

PREMIUM RESIDENCY CENTER

Egypt announces the death
of former president
Mohamed Morsi

Saudi Arabia begins to receive
requests for special residence in
its territory

Saudi Energy Minister:
targeting Abha airport and
the Gulf of Oman attack
behind one party

Saudi Arabia begins to receive requests for special

.. residence in its territory, open residence

@ https://data-news.info/3

arabic-international.html E{‘ O] b g

LATEST ARTICLES Home / Arabic / International / Saudi Arabia begins to receive requests for spedal residence in its territory

The death of the popular Iraqgi poet Khudair Hadi

NASA: Intemnational Space Station crew face
electricity charging problems

[h]

Mark Zuckerberg announces the biggest change
on Facebook

European stocks remain stable at closing
Egypt calls on Saudi Arabia to clarify the daim of

pesticides in the Egyptian onion exporter of the
Kingdom

Taas Comments Months Last

The death of the popular Iragi
poet Khudair Hadi

sjraall aolsyl j550

PREMIUM RESIDENCY CENTER

Station crew faces electricity
charging problems

NASA: International Space

Mark Zuckerberg announces
the biggest change on
Facebook

e st e SAUDI ARABIA BEGINS TO RECEIVE REQUESTS FOR SPECIAL RESIDENCE IN
i ﬁ ITS TERRITORY

© 2019 All rights reserved to Clearsky Security Ltd.

www.clearskysec.com - info@clearskysec.com



CLE/iRSt(Y

As seen in the above screenshots, the websites primarily deal with issues pertaining to the Persian Gulf (it

should be noted that the word “Persian” is not mentioned at all, which can indicate of the origin of the

operators?).

The most covered countries, based on our sample examination, are Saudi Arabia and Yemen. Other prominent

countries are all from the Arab peninsula. In the third circle we identified Israel, The Palestinian Authority

(without any mentions of Hamas and the Palestinian terror organizations), and other Arab countries (in most

cases, referring to an issue within the Persian Gulf).

One peculiar pattern we identified is that some of websites had content in Hebrew, without a discernible

purpose. The reason for it remains unclear. Only a few articles in Hebrew are relevant to the Gulf, while others

are random articles in Hebrew.

alwasatalarby.com

\
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\

P

2019 9.55, 160

NN NEARN. DN DT
0N N2Y2 S N1y N neay
oM

Some of the websites indicate specific agendas.
However, regarding the Hebrew content, it
appears that the content was copied from other
sources and was translated from Non-Hebrew
language. The Hebrew articles were primarily
about violent subjects such as rape and murder

incidents.

The content of the articles in Arabic were copied
from the Arabic version of popular media outlets
such as RT and Sputnik. It should be noted that the

operators of the Iranian global disinformation

3 https://en.wikipedia.org/wiki/Persian_Gulf
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operation also copied their content from the same media outlets. Below a few examples of copied-content.

-5 Ul dng-d sl & & o= §

https://arabic.sputniknews.com/arab_world/201

P 2019 / ERIC FEFERBERG

14.27.07.2012) 27.07.2019 08:06
ST READ
Hafez al-Sibsi, the son of the late Tunisian president Baji Kayed
Newspaper: Israel sent an Sibsi, revealed the commandment left by his father days before his
Hirect" message to the Saudi royal death
court :
hilitary operation to eliminate Hafez al-Sibsi said that "his father recommended to Tunisians before his death
tlements of "Dahesh" in the desert : : ; ; ;
of southern Iragi wetlands that they bg Iumted and thalt the country is safe in th9|lr necks, stressmg the call of
the Tunisians to march in order to preserve the gains of the revolution and the
pm™ is waiting .. move \fyog'l;“nes " democratic transition process in the country. Chaos and coups
lented in one of these dis

An article from Sputnik about the former president of Tunisia

https://roma-press.com/1

Tunisian president leaves his last will to the
people

Pement on naming the new Sudanese Prime
Minister

ome plants .. Removes indoor air toxins and
improves mood

nsa is suspending flights from Frankfurt and
Munich to Cairo for a day

[ay, Britain's Prime Minister succeeds Teresa
May and Johnson

Tags Comments Months Last

sian president leaves his
last will to the people

TUNISIAN PRESIDENT LEAVES HIS LAST WILL TO THE PEOPLE

\dd co ent #  Arab and international B Onedayago @ ad &

ment on naming the new |, g x A
Sudanese Prime Minister ¥ e SIM".AR AR"CLES - ( Rome Press ( Reuters

o4 Hafez Essebsi, son of the late President of Tunisia, Beji Caid
Essebsi, the commandment left by his father said, days before

Home plants .. Removes -his death

r air toxins and improves
mood |

His father recommended the Tunisians before his death to be united,”

Agreement on naming and that the country is a trust in their necks," he said, stressing that
the new Sudanese

he Tunisians were invited to march in order to preserve th ins of
Prime Minister the Tunisians were invited to march in order to preserve the gains o

insa is suspending flights
Frankfurt and Munich to
Cairo for a day

the revolution and the path of democratic transition in the country.

" .Save Tunisia scenarios of chaos and coups

A copied article from the fake media outlet “Roma-Press” using the method of False Connection® (Roma-Press is a

website mainly about the Muslim-Arab countries from North Africa)

4 Transfer is a propaganda technique used when the propagandists are attempting to make the subject view a certain
item in the same way as they view another item, to link the two in the subject's mind.
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https://arabic.rt.com/middle.

9-lgat )l J§-cmnal i IS, el -y glii-yulic/# B &% o=

Press and Opinion + Media + Mix + Software Sports Economy +News ')

nes  Abbas: We are ready to negotiate with

i s s o the US in case it retracted its
state fleet ?3 % dECiSionS
ussia salutes "Fleet Day" by a massive Arab World News| Published: 23.06.2019 | 18:41 GMT

naval parade

etanyahu unveils secret, "secret” tests
of missiles in Alaska directing implicit
message to Iran

he Israeli government has sent a letter
to the Saudi royal court

Palestinian President Mahmoud Abbas

An article from the website RT about Mahmoud Abbas' declarations about US president Donald Trump' peace plans

C  ® Notsecure | gulfecho.net/825/

ab-international.html

ABBAS: WE ARE READY FOR DIALOGUE WITH WASHINGTON IF IT BACKS UP
ITS DECISIONS

339 @ Add comment % Arab International M@  June, 201923 @ Khaled Salah &
SIMILAR ARTICLES Abbas: We are ready for dialogue with Washington if it backs up its
.decisions

Palestinian President Mahmoud Abbas has confirmed that there are
no political contacts with the US administration, and that the

djroall aolsyl 550
P ESi

EMIUM RESIDEN

Palestinian leadership is ready for dialogue with Washington if

¥ CENTER

Washington retracts its decisions

A copied article from the fake media outlet “Gulfecho” (Gulfecho, "the voice of the gulf" in Arabic, is a website that deals

with issues pertaining the Arabian Peninsula)
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The infrastructure was established in 2016. However, we identified an increase of new fake media outlets

created in over the past few months. According to the Passive DNS records of one of the servers

(62.210.102[.]163):

Q 62.210.102.63 Eulf-press net

Online S.a.s.

Bl OnlineSAS. | B Routable | @ cCateporize
62210.0.0/16

v Show:25 <« 1-250f128 » Sort: Last Seen Descending v
1 Resolve First Last
1 buzztrnds.com 2019-07-02 2019-07-28
1
alnagm-press.com 2019-07-16 2019-07-28
1
] azaltimes.com 2019-07-15 2019-07-28
mIsrm.com 2019-03-01 2019-07-28
i
' asdaadubal.com 2019-07-20 2019-07-28
e
alwasatalarby.com 2019-07-20 2019-07-28
m3kkhabar.com 2019-07-16 2019-07-28
almhtnews.com 2019-07-20 2019-07-28
e
1o gool-live.com 2019-04-27 2019-07-28
16 korag22.com 2019-07-24 2019-07-28
emtiaznews.com 2019-07-16 2019-07-28
ahammnews.com 2019-07-18 2019-07-28
garat-news.com 2019-03-23 2019-07-28
gulf-press.net 2019-05-17 2019-07-28
batrig.net 2019-04-01 2019-07-28
hoursnews. net 2019-03-29 2019-07-28

These websites have several data point overlaps, including a number of Nameservers. Moreover, many of

these indicators provide links to Yemen (Based on Whois records):
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= © riskia = Q nsl.ajel24.net

D 2019-02-26 GoDaddy.com, LLC ° Categorize
2019-07-28
WHOIS
whois.godaddy.com
2018-02-27 Server E v
ZUREZ0 Registrar GoDaddy.com, LLC
2017-09-14
: a771020321@gmail.com
Email
(registrant, admin, tech)
A Al istrant,
o nwar Alsamawy (registrant,

admin, tech)

Organization Aynan.net (registrant, admin, tech)

Street sanaa (registrant, admin, tech)
City sanaa (registrant, admin, tech)
State sanaa (registrant, admin, tech)
Postal 000000 (registrant, admin, tech)
Country YEMEN {registrant, admin, tech)

967771020321 (registrant, admin,
tech)

Phane

) riskia = Q gulf-press.net Aynan net

20190517 GoDaddy.com, LLC }
addy ° Categorize
2019-07-28 Aynan.net
(admin)
Mame
Tech Emaill: Select Contd
at

htrps:/fwww godaddy.c
domain=gulf-press.net
(tech)

Organization Aynan.net (registrant)

Street

City

State sanaa (registrant)

Postal

Country YE (registrant, admin, te

Fhone

nsi.ajel24.net
NameServers ~
ns2.ajel24 net
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= @RISKIQ’ Q. batrig.net ©

2017-02-10 GoDaddy.com, LLC

© Categorize
20190728 -

Server

I Registrar GODADDY.COM, LLC
2017-02-02
Email maxmama&@gmail.com (registrant,

admin, tech)

Yasser Salah (registrant, admin,
tech)

Mame

Organization maxnews (registrant, admin, tech)

Sanaa
Taiz street (registrant, admin, tech)

Street

City Sanaa (registrant, admin, tech)
State Sanaa (registrant, admin, tech)
Postal 00977 (registrant, admin, tech)
Country YE (registrant, admin, tech)

967770159458 (registrant, admin,
Phone (reg '

tech)

Similarty to the Iranian Global Disinfromation Operation
This campaign bears many similarities to the long-running Global Disinformation Operation (GDO) executed
by Iranian actors, exposed by Clearsky in 2018°. While there are currently no known technological connections,

there is nevertheless a distinctive likeness between the two.

We assess that the operators of the Yemeni campaign were influenced by the GDO, or at the very least inspired
by it. If the Yemeni operators are indeed from the Houthi movement, then there is a possibility (low-medium
certainty) that the Iranian GDO operators instructed the Yemeni on how to establish and operate a large-scale

disinformation operation.

Below a table summarize few comparisons and contrasts between the operations.

Similarities Differences

The two-operation impersonated fake media | The investment in the Yemeni operation is very low
outlets. compared to the GDO - containing numerous

amateurish mistakes.

5> https://www.clearskysec.com/global-iranian-disinformation-operation/
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Similarities in the format of the domains' URL names.
Each domain contains the name of the fake media
outlet, most of them with hyphen in the domain
name. The most common media outlets names

contain the words “News” or “Press”.

Shared targets — Saudi Arabia, The Persian Gulf,

Yemen and Israel.

Distributing method via social media. The operators
impersonated beautiful women to share the “juicy”

information.

Each language used by the GDO were part of unique
version of each website, without mixing between

languages.

The Iranian narrative of the GDO is definite, unlike
the Yemeni narrative. The exception of the Yemeni
operation is reporting of death of Israeli famous

celebrities.

In the GDO we successfully attributed the operation
to Iran based on technological connection. In the
Yemeni operation, also succeeded in attributing the
operation to Yemen via the same methodology.
However, as of writing this report we were unable to
establish an indicative technological link between

the two operations.

The fake profiles in the GDO were distinctive to the

operation, unlike the Yemeni operation.
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shahd24[.]Jcom
alkoon-news[.]Jonline
alkamelnews[.]Jcom
sahafty[.]Jcom
dubai-press[.Jcom
atherpress[.]Jcom
anjaz-news[.]net
nashr-news[.Jcom
taj-press[.Jcom
fax-news|[.]Jonline
njm-news[.Jcom
sada-news|.]Jonline
anwan-news[.Jcom
masdrpress[.Jcom
msaderpress[.Jcom
cpanel[.]hot-news][.]Jonline
ham-news|[.]Jcom
tfwgnews[.Jcom
birg-news[.Jcom
webmail[.]hala-news[.]Jcom
roma-press[.Jcom
cpanel[.]Jsahafty[.]Jcom
webmail[.]sahafty[.]Jcom
webmail[.]taj-press[.]Jcom
cpanell.]taj-press[.Jcom
webdisk][.]taj-press[.]Jcom
webdisk[.]sahafty[.]Jcom
webdisk[.]Janbadot[.]net
webmail[.]Janbadot][.]net
cpanel[.]Janbadot[.]net
mail[.Jthemed-info[.]Jcom

cpanel[.]gulfecho[.]net

Indicators of Compromised

webmail[.]gulfecho[.]net

webdisk[.]gulfechol[.]net
cpanell.Jkhbrakid[.]Jcom
webmail[.Jkhbrakid[.]Jcom
webdisk[.]Jkhbrakid[.]com
ipv6[.]themed-info[.]Jcom
webdisk[.Jtfwgnews[.Jcom
cpanell.]jdednews[.]Jcom

¢ panell.Jtfwgnews[.Jcom
webmail[.]Jtfwgnews[.]Jcom
cpanel[.]Janwan-news[.Jcom
cpanel[.Jroma-press[.Jcom
webdisk[.]Jroma-press[.Jcom
webmail[.Jroma-press[.]Jcom
webdisk[.]dubai-press[.]Jcom
webmail[.]dubai-press[.Jcom
cpanell.]alragi-news[.]Jcom
webdisk][.]alragi-news[.Jcom
webdisk[.]Janwan-news[.]Jcom
webmail[.]Janwan-news[.]Jcom
webdisk[.]Janjaz-news[.]net
webmail[.]anjaz-news|[.]net
cpanel[.]anjaz-news[.]net
webmail[.]Jnoor-press[.]Jcom
cpanel[.Jnoor-press[.Jcom
webdisk[.]Jnoor-press[.]Jcom
webmail[.]alragi-news[.Jcom
webdisk[.]jdednews[.]Jcom
webmail[.]jdednews[.Jcom
webmail[.]fax-news[.]Jonline
webdisk[.]fax-news[.]Jonline

cpanel[.]fax-news][.Jonline

webdisk[.]sada-news][.]Jonline
cpanel[.]Jsada-news[.]Jonline
webmail[.]sada-news[.]online
webdisk[.]Jalkoon-news][.]Jonline
cpanel[.]alkoon-news][.]Jonline
webmail[.]alkoon-news[.]online
webmail[.]alkamelnews[.]Jcom
webdisk[.]Jalkamelnews[.]Jcom
cpanel[.]alkamelnews[.]Jcom
webdisk[.]hot-news|.]online
webdisk][.]birg-news[.Jcom
cpanel[.]birg-news[.]Jcom
webmail[.]birg-news[.Jcom
webmail[.]sure-press[.Jcom
cpanel[.]Jshammle[.]Jcom
webmail[.]Jshammle[.]Jcom
webmail[.]Jham-news[.]Jcom
webmail[.]alray-news[.]Jcom
webdisk[.]agmar-news[.]Jcom
cpanel[.]gulf4news[.]Jcom
cpanell[.]alray-news[.]Jcom
cpanel[.]ham-news[.]Jcom
cpanel[.]Jnjm-news[.Jcom
webdisk[.]njm-news[.]Jcom
webmail[.Jnjm-news[.]Jcom
cpanel[.]Jsure-press[.Jcom
cpanel[.]Jagmar-news[.Jcom
webmail[.]Jagmar-news[.Jcom
cpanel[.]star-news|[.]net
webmail[.]star-news|[.]net
webdisk[.]star-news[.]Jnet

webdisk[.]ham-news[.Jcom
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webmail[.]gulf4news[.]Jcom
ftp[.]sakhrpress[.]Jcom
www(.]shahd24[.]com
webdisk[.]gulf4news[.]Jcom
webdisk[.]alray-news[.]Jcom
cpanel[.]Jmasdrpress[.Jcom
webmail[.Jthemed-info[.]Jcom
webmail[.]hot-news[.]Jonline
webdisk[.]sakhrpress[.Jcom
webdisk[.]shahd24[.]com
mail[.Jshahd24[.]Jcom
cpanel[.]shahd24[.]Jcom
webmail[.]shahd24[.]Jcom
webmail[.]sakhrpress[.Jcom
cpanel[.]Jsakhrpress[.Jcom
www[.]Jmsaderpress[.Jcom
cpanel[.]express-n[.Jcom
webmail[.]express-n[.Jcom
webdisk[.]express-n[.Jcom
webmail[.]atherpress[.]Jcom
webdisk[.Jthemed-info[.]Jcom
cpanel[.]themed-info[.]Jcom
webdisk[.]msaderpress[.Jcom
mail[.Jmsaderpress[.Jcom
webmail[.Jmsaderpress[.]Jcom
www/[.]themed-info[.]Jcom
webdisk[.]Jatherpress[.]Jcom
cpanel[.]atherpress[.]Jcom
webmail[.]nashr-news[.]Jcom
webdisk[.]Jnashr-news[.]Jcom
webdisk[.]sure-press[.Jcom
webmail[.]Jyagot-news[.]Jcom
cpanel[.]Jyagot-news[.Jcom
webdisk[.]yagot-news[.Jcom
webmail[.]masdrpress[.Jcom
cpanel[.]nashr-news[.Jcom
cpanel[.]hala-news[.Jcom
cpanel[.]dubai-press[.Jcom
webdisk[.]Jshammle[.]Jcom
webdisk[.]alrahib-news[.]Jcom
webmail[.]alrahib-news[.]Jcom

alrahib-news[.Jcom

cpanel[.]alrahib-news[.Jcom
ftp[.]taj-press[.Jcom
general-news[.]net
super-press[.]Jnet
ragebpress[.Jcom
ftp[.]Jgeneral-news][.]net
tmyoz[.]net
ftp[.Jshammle[.Jcom
batrig[.]net
www(.]ragebpress[.Jcom
kuwaitechol.]net
webdisk[.]Jragebpress[.]Jcom
cpanel[.Jragebpress[.Jcom
webmail[.]ragebpress[.Jcom
dc-4536795b399f[.]Jragebpress[.Jcom
cpanel[.Jmsaderpress[.Jcom
webdisk[.]Jhala-news[.]Jcom
vm[.]batrig[.]net
webmail[.]batrig[.]net
webdisk][.]batrig[.]Jnet
cpanel[.]batrig[.]net
webmail[.]general-news|[.]net
webdisk[.]Jkuwaitecho[.]net
webmail[.Jkuwaitechol[.]net
cpanel[.]Jkuwaitechol.]net
webdisk[.]Jgeneral-news[.]net
cpanel[.]lgeneral-news[.]net
cpanell[.]Jsuper-press[.]net
webdisk[.]super-press[.]net
webmail[.]super-press[.]net
webdisk[.]Jtmyoz[.]net
webmail[.Jtmyoz[.]net
nawam[.]net
webdisk[.Jnawam[.]net
cpanel[.]tmyoz[.]net
sadame[.]net
ba7thnews[.Jcom
azal-press[.Jcom
table[.]super-press[.]net
mglsnews[.]Jcom
rapid-press[.Jcom

khabrak[.]Jcom
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whiteinks[.]Jcom
althurayapress[.Jcom
mubhtarif[.]net
ganaralpress[.]Jcom
alamedpress[.]Jcom
mail[.Jtmyoz[.]net
ftp[.]azal-press[.Jcom
webmail[.]azal-press[.Jcom
table[.Jragebpress|[.Jcom
www/[.]table[.]shammle[.]Jcom
webdisk[.]azal-press[.Jcom
ns1[.Jragebpress[.Jcom
ns2[.Jragebpress[.Jcom
table[.]Jsadame][.]net
www/[.]table[.]Jsadame][.]net
www/[.]table[.]ragebpress[.Jcom
ns1[.]Jgulfechol[.]net
shamelpress[.Jcom
toop-press[.Jcom
ftp[.]Jshamelpress[.Jcom
ns2[.]Jgulfechol.]net
faster-press[.]Jcom
ftp[.]batrig[.]net
www/[.]Jsadame][.]net
sanaamarket[.]shop
yemwiki[.]Jcom
osama-alahdal[.Jcom
webdisk[.]sadame[.]net
shahedpress[.]Jcom
hoursnews[.]net
howiyanews[.]Jcom
alkamil-news[.Jcom
ftp[.lgulfecho[.]net
ftp[.Jhoursnews[.]net
ftp[.]sadame[.]net
ftp[.]Jalkamil-news[.]Jcom
ftp[.Jkuwaitecho[.]Jnet
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ftp[.]Jganaralpress[.]Jcom
ftp[.Jsuper-press[.]net
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mta4[.Jmondialmedial.]fr
mta68[.]mx-d6[.]Jcom
news-pedia[.Jcom
z-press[.]Jnet
ftp[.]Jshahedpress[.]Jcom
ftp[.]z-press[.]net
newswebivors[.]fr
62[.]210[.]102[.]63
buzztrnds[.]Jcom
alnagm-press[.Jcom
azaltimes[.Jcom
misrm[.Jcom
asdaadubai[.]Jcom
alwasatalarby[.]Jcom
m3kkhabar[.Jcom
almhtnews[.Jcom
gool-live[.]Jcom
korag22[.]Jcom
emtiaznews[.Jcom
ahammnews|[.Jcom
garat-news[.]Jcom
gulf-press[.]net
ajel24[.]net

kora-ar[.Jcom
ns2[.]Jalnagm-press[.Jcom
nsl1[.]Jalnagm-press[.Jcom
nsl[.]ajel24[.]net
ns2[.]ajel24[.]net
webmail[.]hoursnews][.]net
webdisk[.]hoursnews[.]net
gkora[.]Jcom
webmail[.]Jkorag22[.Jcom
cpanel[.]korag22[.]Jcom
skynewspedia[.Jcom
neumechol.Jcom
cpanel[.]Jskynewspedia[.Jcom
webdisk[.]skynewspedia[.Jcom
webmail[.]Jskynewspedia[.Jcom
webmail[.]gkora[.]Jcom
cpanel[.]lgkora[.]Jcom
webdisk[.]gkora[.]Jcom

cpanel[.]hoursnews][.]net

ala3eer[.Jcom
congrsnews[.Jcom
webdisk[.]Jkorag22[.]Jcom
cpanel[.]Jneumecho[.Jcom
webmail[.]Jneumechol[.]Jcom
webdisk[.Jneumecho[.Jcom
webdisk[.]Jcongrsnews[.Jcom
cpanell.]azal-press[.Jcom
cpanel[.]Jasdaadubai[.]Jcom
webmail[.]Jalmhtnews[.]Jcom
webdisk[.]alwasatalarby[.Jcom
webdisk[.]Jalmhtnews[.Jcom
webdisk[.]Jasdaadubai[.]Jcom
webmail[.]Jasdaadubai[.Jcom
cpanel[.]Jahammnews[.]Jcom
webmail[.]ahammnews[.]Jcom
webdisk[.Jahammnews[.]Jcom
webmail[.]Jsadame[.]net
cpanel[.]sadame[.]net
cpanel[.]alwasatalarby[.Jcom
webmail[.]alwasatalarby[.Jcom
webmail[.Jcongrsnews[.Jcom
cpanel[.Jcongrsnews[.Jcom
cpanel[.]Jalmhtnews[.]Jcom
webmail[.]ala3eer[.]Jcom
cpanel[.]ala3eer[.Jcom
webdisk[.]Jala3eer[.]Jcom
webmail[.]Jm3kkhabar[.]Jcom
cpanel[.Jemtiaznews[.Jcom
webmail[.]Jemtiaznews[.]Jcom
webdisk[.Jemtiaznews[.]Jcom
webmail[.]alnagm-press[.]Jcom
cpanel[.]alnagm-press[.]Jcom
webdisk[.]Jalnagm-press[.]Jcom
webdisk[.]ajel24[.]net
webdisk[.Jm3kkhabar[.Jcom
webmail[.]gool-live[.]Jcom
webdisk[.]gool-live[.]Jcom
cpanel[.]gool-live[.Jcom
igraa24[.Jcom
koraO[.]ajel24[.]net

www(.]kora0[.]ajel24[.]net
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webmail[.]buzztrnds[.]Jcom
www/[.]buzztrnds[.Jcom
cpanel[.]buzztrnds[.Jcom
webdisk[.]buzztrnds[.Jcom
mail[.]buzztrnds[.]Jcom
webmail[.]gulf-press[.]Jnet
webdisk[.]kora-ar[.]Jcom
cpanel[.]Jmisrm[.Jcom
webmail[.]Jshahedpress[.]Jcom
cpanel[.]Jshahedpress[.]Jcom
webmail[.]ajel24[.]net
webdisk[.]shahedpress[.Jcom
webdisk[.Jmisrm[.]Jcom
cpanel[.]Jkora-ar[.Jcom
webmail[.]Jkora-ar[.Jcom
cpanel[.]ajel24[.]net
webdisk[.]Jgarat-news[.]Jcom
cpanel[.]garat-news[.]Jcom
webmail[.]garat-news[.]Jcom
webdisk[.]gulf-press[.]net
cpanell[.]gulf-press[.]net
webmail[.]Jmisrm[.]Jcom
kooraone[.Jcom
url-short[.]net
webmail[.]url-short[.]Jnet
webdisk][.]Jurl-short[.]net
cpanel[.]url-short[.]net
newsn[.]Jco

popgl[.]net

kora-star[.]Jco
webmail[.]kora-star[.]Jco
sd-81309[.]dedibox][.]fr
webmail[.]Jpopg[.]net
cpanel[.]popgl[.]net
webmail[.]Jkooraone[.Jcom
cpanel[.]kooraone[.]Jcom
webdisk[.]Jkooraone[.Jcom
cpanel[.]Jnewsn[.]Jco
webmail[.]Jnewsn|[.]co
webdisk[.Jnewsn[.]co
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63[.Jrev[.]Jponeytelecom[.]eu
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163[.]172[.1232[.]163
138[.]201[.]160[.]19

static[.]9[.]160[.]201[.]138].]clients][.]
your-server[.]de

ns2[.]batrig[.]net
nsl1[.]batrig[.]net
gulfechol.]net
ns2[.]processfaq[.]net
ns1[.]processfaq[.lnet
processfaq[.]net
nsl1[.]Jalmshhd-news[.Jcom
ns2[.]Jalmshhd-news[.]Jcom
almshhd-news[.]Jcom
nsl[.]nshr[.Jnews
nshr[.Jnews
www/[.]almshhd-news[.Jcom

static[.]2[.]160[.]201[.]138].]clients][.]
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nsl[.Jmaxmam[.]net
ns2[.Jmaxmam[.]net
azal-press[.]net
www(.]azal-press[.]net
maxmam[.]net
ftp[.Jmaxmam[.]net
nsl[.]Jaldarhost[.Jcom
ns2[.]aldarhost[.Jcom
alwstal.]net
alwsta[.Jcom
rkizinfo[.Jcom
ramz-ie[.Jcom
baw-s[.Jcom
al-tolab[.Jcom
douandad[.Jcom
se3f[.Jcom
ikidstoys[.]Jcom
almaroof{.]org
goodtogo[.]Jnamaren[.]Jcom
www/[.]se3f[.]Jcom

ele-magal.]Jcom

newage[.]sa
techno-roof[.]Jcom
www/[.]up[.]Jalwsta[.]net
pocketnews[.]net
alasdigaatrading[.Jcom
hu-tk[.]Jcom
hus-age[.]Jcom
hucoep[.Jcom
vb[.]alwsta[.]Jcom
bonexyemen[.Jcom
inpocket[.]Jco
falknat[.Jcom
mrte-toys[.Jcom
chdazzan[.Jcom
ftp[.]Jdouandad[.]Jcom
mojhotelmuk[.Jcom
photocadyemen[.Jcom
baharithplastic[.Jcom
okaymuk[.]Jcom
abora3d[.Jcom
alamalwomens[.Jcom
ftp[.]Jcsc-ye[.Jcom
csc-ye[.Jcom
seef4[.]net
badreig[.]Jcom
aldarhost[.]Jcom
badreig[.]Jcom[.]sa
yascargo[.Jcom
al-garadi[.Jcom
skyaden[.Jcom
ftp[.]Jchdazzan[.Jcom
hasadb[.]Jcom
namaren[.Jcom
up[.Jalwstal[.]net
ba-saa[.Jcom
ftp[.]Jbonexyemen[.Jcom
bfco-had[.Jcom

mukallamap[.Jcom
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mdaleel[.]Jcom
ftp[.Jbaw-s[.Jcom
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ftp[.]Jbadreig[.Jcom
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badreig[.]sa
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1[.]abora3d[.]Jcom
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Ahead of the Threat Curve

ClearSky cyber security solutions assists companies and organizations in preparing, identifying and resaolving cyber security
threats. Dur team of security experts helps prevent security breaches by detecting early attack indicators, and providng in-
depth analysis and intelligence that enable you to make informed mitigation decisions in real time.

ClearSky is comprised of intelligence researchers and cyber experts, who monitor, research and expose attack groups and
cyberattacks around the globe. Our unique ClearSkySecll methodology is based on years of experience in mitigating
cyberattacks targeting numerus sectors, including the financial sector, the pharma sector, as well as public and critical
infrastructure sectars.
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