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Yemen-Based Disinformation Campaign Distributing Fake News in 

Israel and the Arab World    
Summary 

On July 25th, 2019, several social media profiles propagated fake news claiming that two famous Israeli women, 

Yona Elian And Roni Dalumi (an actor and a singer, respectively), have died. These accounts posted the story 

on Israeli media outlets pages, as well as a number of Israeli social media groups, primarily on Facebook.  

Note that each of these posts shared a links to fake media outlets' websites. Investigating these websites 

Clearsky uncovered a large-scale disinformation campaign based in Yemen, operating since 2016. The 

operation is comprised of several dozen fake media outlets, impersonating legitimate Arab media outlets from 

the Gulf and the Arabian Peninsula.  

Despite many grammatical and spelling errors and the gruesome content, the fake information went viral 

quickly and uncontrollably. Despite the promptly issued official denials of the news, it took a long time to 

refute them.  

These sites bear many similarities to the global disinformation operation conducted by Iran for 7 years, which 

we exposed on November 20181. Further, the operators of the Yemen-based campaign are using the exact 

same methodology as the Iranian operation. Accordingly, Clearsky assess that there might be a connection 

between these operators.  

One possible connection is that the operators of this operation are related to the Houthi movement which has 

strong connections to the Iranian regime. While this attribution is still under investigation, it is clear that at 

the very least the Yemen operators were inspired from the Iranian operation. 

 

 

 

 

 

 

 

1 https://www.clearskysec.com/global-iranian-disinformation-operation/ 
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Content in Hebrew alongside content in Arabic 

In several of the fraudulent websites (all written in Arabic) we identified fake content in Hebrew. The reason 

for this remains unclear. The Hebrew content is mainly about famous Israeli celebrities. Note that some of 

content was copied of Israeli websites with minor changes.  

For example, several of the fake articles were about the death of Israeli actor and Israeli singer. During the 

investigation, we identified few old articles distributed fake rumors about suicide attempts of Israeli actors 

that contained almost exact wording. Below is a screenshot from one of the fraudulent websites: 

 

To distribute this fake news, the operators used fake social 

media accounts. Some of these accounts have the names of 

the fake media outlets, while others have names of genuine 

profiles with various changes (for example, Arabic names 

written in Hebrew).  

Most of these accounts were blocked by Twitter and 

Facebook. However, some of them are still active and 

continue distributing fake news in Israel and in the Arab 

Peninsula. Regarding the profiles distributing the recent fake 

news, it appears that in some cases, the operators did not try 

to hide the origins of the profiles.  

A few of the profiles’ name were not change from the original name in Arabic to Hebrew names. In other 

cases, we observed minor and cosmetic changes. As noted, each post included a link for the fake news website. 
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One of the profiles targeting Israel went by the handle “Eilat Takrit” ('Eilat Incident' in Hebrew). The profile 

posted rumors about the alleged death of Yona Elian, alongside a link to the fake website encouraging the 

readers to access it. This account for instance, posted a comment with a link on the formal page of the Israeli 

public broadcasting, 'Kan' (כאן). 

 

When looking at the profile's account the direct connection to Yemen becomes apparent. Notably, the profile 

claims to work in ‘ عمل  خاص’, a Yemeni business from Tarim, Yemen2. Moreover, while that account pretends 

to be of a young female, the operator of this profile did not remove the original profile pictures of it – 

presenting an adult man. The photos were uploaded by the profile owner on 2013. Respectively, its Facebook’s 

friends are adult mans from Yemen.  

 
2https://www.facebook.com/pages/%D8%B9%D9%85%D9%84%D8%AE%D8%A7%D8%B5/244141035750910?eid=ARCAVbX0PCpInauIAHaxcGcLM5aEkb87Pk6LaGIx4XO8In
P88Bftab_ImtvOWNDC4Fjl5oO6BmXTxks&timeline_context_item_type=intro_card_work&timeline_context_item_source=100006583890313&fref=tag&rf=114970298525
916 
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The profile states that this woman lives in the city of Eilat, same as her name. Accordingly, we assess that the 

operator of the profile adopted the name from the city.   
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Digital Infrastructe  

The operation is comprised of tens of fake media outlets, most of which carry names associate with the Persian 

Gulf. Below are a few examples for these websites: 

Domain Arabic Name English Translation 

nashr-news[.]com نيوز ناشر  Nasher News 

dubai-press[.]com برس  دبي  Dubai Press 

shahd24[.]com 24 شاهد  Shaid 24 

alraqi-news[.]com نيوز  الراقي  Alraqi News (A forum from Saudi Arabia) 

jdednews[.]com نيوز الجديد  The Updated News 

noor-press[.]com برس  نور  Nur Press 

gulf-press[.]net برس  الخليج  The Gulf Press 

gulf4news[.]com Gulf News The Gulf News 

gulfecho[.]net الخليج صدى  The Voice of the Gulf 

alwasatalarby[.]com  العربي  الوسط  The Arab Center (A nickname to 1948’ Arabs) 

asdaadubai[.]com دبي  أصداء  The Voices of Dubai 

Below are several screenshots from the websites (note – the content was auto-translated via by Google 

Translate): 
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As seen in the above screenshots, the websites primarily deal with issues pertaining to the Persian Gulf (it 

should be noted that the word “Persian” is not mentioned at all, which can indicate of the origin of the 

operators3).  

The most covered countries, based on our sample examination, are Saudi Arabia and Yemen. Other prominent 

countries are all from the Arab peninsula. In the third circle we identified Israel, The Palestinian Authority 

(without any mentions of Hamas and the Palestinian terror organizations), and other Arab countries (in most 

cases, referring to an issue within the Persian Gulf).  

One peculiar pattern we identified is that some of websites had content in Hebrew, without a discernible 

purpose. The reason for it remains unclear. Only a few articles in Hebrew are relevant to the Gulf, while others 

are random articles in Hebrew.   

 

Some of the websites indicate specific agendas. 

However, regarding the Hebrew content, it 

appears that the content was copied from other 

sources and was translated from Non-Hebrew 

language. The Hebrew articles were primarily 

about violent subjects such as rape and murder 

incidents.   

The content of the articles in Arabic were copied 

from the Arabic version of popular media outlets 

such as RT and Sputnik. It should be noted that the 

operators of the Iranian global disinformation 

 

3 https://en.wikipedia.org/wiki/Persian_Gulf 
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operation also copied their content from the same media outlets. Below a few examples of copied-content.  

 

An article from Sputnik about the former president of Tunisia 

 

A copied article from the fake media outlet “Roma-Press” using the method of False Connection4 (Roma-Press is a 

website mainly about the Muslim-Arab countries from North Africa) 

 

4 Transfer is a propaganda technique used when the propagandists are attempting to make the subject view a certain 
item in the same way as they view another item, to link the two in the subject's mind. 
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An article from the website RT about Mahmoud Abbas' declarations about US president Donald Trump' peace plans 

 

A copied article from the fake media outlet “Gulfecho” (Gulfecho, "the voice of the gulf" in Arabic, is a website that deals 

with issues pertaining the Arabian Peninsula) 
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The infrastructure was established in 2016. However, we identified an increase of new fake media outlets 

created in over the past few months. According to the Passive DNS records of one of the servers 

(62.210.102[.]63): 

 

These websites have several data point overlaps, including a number of Nameservers. Moreover, many of 

these indicators provide links to Yemen (Based on Whois records): 



 

© 2019 All rights reserved to Clearsky Security Ltd. 

www.clearskysec.com -  info@clearskysec.com 

 

 



 

© 2019 All rights reserved to Clearsky Security Ltd. 

www.clearskysec.com -  info@clearskysec.com 

 

Similarty to the Iranian Global Disinfromation Operation 

This campaign bears many similarities to the long-running Global Disinformation Operation (GDO) executed 

by Iranian actors, exposed by Clearsky in 20185. While there are currently no known technological connections, 

there is nevertheless a distinctive likeness between the two.  

We assess that the operators of the Yemeni campaign were influenced by the GDO, or at the very least inspired 

by it. If the Yemeni operators are indeed from the Houthi movement, then there is a possibility (low-medium 

certainty) that the Iranian GDO operators instructed the Yemeni on how to establish and operate a large-scale 

disinformation operation.  

 

Below a table summarize few comparisons and contrasts between the operations.  

Similarities Differences 

The two-operation impersonated fake media 

outlets. 

The investment in the Yemeni operation is very low 

compared to the GDO – containing numerous 

amateurish mistakes. 

 

5 https://www.clearskysec.com/global-iranian-disinformation-operation/ 
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Similarities in the format of the domains' URL names. 

Each domain contains the name of the fake media 

outlet, most of them with hyphen in the domain 

name. The most common media outlets names 

contain the words “News” or “Press”. 

 

Shared targets – Saudi Arabia, The Persian Gulf, 

Yemen and Israel. 

 

Distributing method via social media. The operators 

impersonated beautiful women to share the “juicy” 

information.  

 

 

Each language used by the GDO were part of unique 

version of each website, without mixing between 

languages. 

 

The Iranian narrative of the GDO is definite, unlike 

the Yemeni narrative. The exception of the Yemeni 

operation is reporting of death of Israeli famous 

celebrities.   

 

In the GDO we successfully attributed the operation 

to Iran based on technological connection. In the 

Yemeni operation, also succeeded in attributing the 

operation to Yemen via the same methodology. 

However, as of writing this report we were unable to 

establish an indicative technological link between 

the two operations.  

 

The fake profiles in the GDO were distinctive to the 

operation, unlike the Yemeni operation.  
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Indicators of Compromised 
shahd24[.]com 

alkoon-news[.]online 

alkamelnews[.]com 

sahafty[.]com 

dubai-press[.]com 

atherpress[.]com 

anjaz-news[.]net 

nashr-news[.]com 

taj-press[.]com 

fax-news[.]online 

njm-news[.]com 

sada-news[.]online 

anwan-news[.]com 

masdrpress[.]com 

msaderpress[.]com 

cpanel[.]hot-news[.]online 

ham-news[.]com 

tfwqnews[.]com 

birq-news[.]com 

webmail[.]hala-news[.]com 

roma-press[.]com 

cpanel[.]sahafty[.]com 

webmail[.]sahafty[.]com 

webmail[.]taj-press[.]com 

cpanel[.]taj-press[.]com 

webdisk[.]taj-press[.]com 

webdisk[.]sahafty[.]com 

webdisk[.]anbadot[.]net 

webmail[.]anbadot[.]net 

cpanel[.]anbadot[.]net 

mail[.]themed-info[.]com 

cpanel[.]gulfecho[.]net 

webmail[.]gulfecho[.]net 

webdisk[.]gulfecho[.]net 

cpanel[.]khbrakid[.]com 

webmail[.]khbrakid[.]com 

webdisk[.]khbrakid[.]com 

ipv6[.]themed-info[.]com 

webdisk[.]tfwqnews[.]com 

cpanel[.]jdednews[.]com 

c  panel[.]tfwqnews[.]com 

webmail[.]tfwqnews[.]com 

cpanel[.]anwan-news[.]com 

cpanel[.]roma-press[.]com 

webdisk[.]roma-press[.]com 

webmail[.]roma-press[.]com 

webdisk[.]dubai-press[.]com 

webmail[.]dubai-press[.]com 

cpanel[.]alraqi-news[.]com 

webdisk[.]alraqi-news[.]com 

webdisk[.]anwan-news[.]com 

webmail[.]anwan-news[.]com 

webdisk[.]anjaz-news[.]net 

webmail[.]anjaz-news[.]net 

cpanel[.]anjaz-news[.]net 

webmail[.]noor-press[.]com 

cpanel[.]noor-press[.]com 

webdisk[.]noor-press[.]com 

webmail[.]alraqi-news[.]com 

webdisk[.]jdednews[.]com 

webmail[.]jdednews[.]com 

webmail[.]fax-news[.]online 

webdisk[.]fax-news[.]online 

cpanel[.]fax-news[.]online 

webdisk[.]sada-news[.]online 

cpanel[.]sada-news[.]online 

webmail[.]sada-news[.]online 

webdisk[.]alkoon-news[.]online 

cpanel[.]alkoon-news[.]online 

webmail[.]alkoon-news[.]online 

webmail[.]alkamelnews[.]com 

webdisk[.]alkamelnews[.]com 

cpanel[.]alkamelnews[.]com 

webdisk[.]hot-news[.]online 

webdisk[.]birq-news[.]com 

cpanel[.]birq-news[.]com 

webmail[.]birq-news[.]com 

webmail[.]sure-press[.]com 

cpanel[.]shammle[.]com 

webmail[.]shammle[.]com 

webmail[.]ham-news[.]com 

webmail[.]alray-news[.]com 

webdisk[.]aqmar-news[.]com 

cpanel[.]gulf4news[.]com 

cpanel[.]alray-news[.]com 

cpanel[.]ham-news[.]com 

cpanel[.]njm-news[.]com 

webdisk[.]njm-news[.]com 

webmail[.]njm-news[.]com 

cpanel[.]sure-press[.]com 

cpanel[.]aqmar-news[.]com 

webmail[.]aqmar-news[.]com 

cpanel[.]star-news[.]net 

webmail[.]star-news[.]net 

webdisk[.]star-news[.]net 

webdisk[.]ham-news[.]com 
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webmail[.]gulf4news[.]com 

ftp[.]sakhrpress[.]com 

www[.]shahd24[.]com 

webdisk[.]gulf4news[.]com 

webdisk[.]alray-news[.]com 

cpanel[.]masdrpress[.]com 

webmail[.]themed-info[.]com 

webmail[.]hot-news[.]online 

webdisk[.]sakhrpress[.]com 

webdisk[.]shahd24[.]com 

mail[.]shahd24[.]com 

cpanel[.]shahd24[.]com 

webmail[.]shahd24[.]com 

webmail[.]sakhrpress[.]com 

cpanel[.]sakhrpress[.]com 

www[.]msaderpress[.]com 

cpanel[.]express-n[.]com 

webmail[.]express-n[.]com 

webdisk[.]express-n[.]com 

webmail[.]atherpress[.]com 

webdisk[.]themed-info[.]com 

cpanel[.]themed-info[.]com 

webdisk[.]msaderpress[.]com 

mail[.]msaderpress[.]com 

webmail[.]msaderpress[.]com 

www[.]themed-info[.]com 

webdisk[.]atherpress[.]com 

cpanel[.]atherpress[.]com 

webmail[.]nashr-news[.]com 

webdisk[.]nashr-news[.]com 

webdisk[.]sure-press[.]com 

webmail[.]yaqot-news[.]com 

cpanel[.]yaqot-news[.]com 

webdisk[.]yaqot-news[.]com 

webmail[.]masdrpress[.]com 

cpanel[.]nashr-news[.]com 

cpanel[.]hala-news[.]com 

cpanel[.]dubai-press[.]com 

webdisk[.]shammle[.]com 

webdisk[.]alrahib-news[.]com 

webmail[.]alrahib-news[.]com 

alrahib-news[.]com 

cpanel[.]alrahib-news[.]com 

ftp[.]taj-press[.]com 

general-news[.]net 

super-press[.]net 

raqebpress[.]com 

ftp[.]general-news[.]net 

tmyoz[.]net 

ftp[.]shammle[.]com 

batriq[.]net 

www[.]raqebpress[.]com 

kuwaitecho[.]net 

webdisk[.]raqebpress[.]com 

cpanel[.]raqebpress[.]com 

webmail[.]raqebpress[.]com 

dc-4536795b399f[.]raqebpress[.]com 

cpanel[.]msaderpress[.]com 

webdisk[.]hala-news[.]com 

vm[.]batriq[.]net 

webmail[.]batriq[.]net 

webdisk[.]batriq[.]net 

cpanel[.]batriq[.]net 

webmail[.]general-news[.]net 

webdisk[.]kuwaitecho[.]net 

webmail[.]kuwaitecho[.]net 

cpanel[.]kuwaitecho[.]net 

webdisk[.]general-news[.]net 

cpanel[.]general-news[.]net 

cpanel[.]super-press[.]net 

webdisk[.]super-press[.]net 

webmail[.]super-press[.]net 

webdisk[.]tmyoz[.]net 

webmail[.]tmyoz[.]net 

nawam[.]net 

webdisk[.]nawam[.]net 

cpanel[.]tmyoz[.]net 

sadame[.]net 

ba7thnews[.]com 

azal-press[.]com 

table[.]super-press[.]net 

mglsnews[.]com 

rapid-press[.]com 

khabrak[.]com 

whiteinks[.]com 

althurayapress[.]com 

muhtarif[.]net 

ganaralpress[.]com 

alamedpress[.]com 

mail[.]tmyoz[.]net 

ftp[.]azal-press[.]com 

webmail[.]azal-press[.]com 

table[.]raqebpress[.]com 

www[.]table[.]shammle[.]com 

webdisk[.]azal-press[.]com 

ns1[.]raqebpress[.]com 

ns2[.]raqebpress[.]com 

table[.]sadame[.]net 

www[.]table[.]sadame[.]net 

www[.]table[.]raqebpress[.]com 

ns1[.]gulfecho[.]net 

shamelpress[.]com 

toop-press[.]com 

ftp[.]shamelpress[.]com 

ns2[.]gulfecho[.]net 

faster-press[.]com 

ftp[.]batriq[.]net 

www[.]sadame[.]net 

sanaamarket[.]shop 

yemwiki[.]com 

osama-alahdal[.]com 

webdisk[.]sadame[.]net 

shahedpress[.]com 

hoursnews[.]net 

howiyanews[.]com 

alkamil-news[.]com 

ftp[.]gulfecho[.]net 

ftp[.]hoursnews[.]net 

ftp[.]sadame[.]net 

ftp[.]alkamil-news[.]com 

ftp[.]kuwaitecho[.]net 

ftp[.]howiyanews[.]com 

ftp[.]tfwqnews[.]com 

ftp[.]ganaralpress[.]com 

ftp[.]super-press[.]net 

ftp[.]althurayapress[.]com 
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mta4[.]mondialmedia[.]fr 

mta68[.]mx-d6[.]com 

news-pedia[.]com 

z-press[.]net 

ftp[.]shahedpress[.]com 

ftp[.]z-press[.]net 

newswebivors[.]fr 

62[.]210[.]102[.]63 

buzztrnds[.]com 

alnagm-press[.]com 

azaltimes[.]com 

misrm[.]com 

asdaadubai[.]com 

alwasatalarby[.]com 

m3kkhabar[.]com 

almhtnews[.]com 

gool-live[.]com 

koraq22[.]com 

emtiaznews[.]com 

ahammnews[.]com 

qarat-news[.]com 

gulf-press[.]net 

ajel24[.]net 

kora-ar[.]com 

ns2[.]alnagm-press[.]com 

ns1[.]alnagm-press[.]com 

ns1[.]ajel24[.]net 

ns2[.]ajel24[.]net 

webmail[.]hoursnews[.]net 

webdisk[.]hoursnews[.]net 

qkora[.]com 

webmail[.]koraq22[.]com 

cpanel[.]koraq22[.]com 

skynewspedia[.]com 

neumecho[.]com 

cpanel[.]skynewspedia[.]com 

webdisk[.]skynewspedia[.]com 

webmail[.]skynewspedia[.]com 

webmail[.]qkora[.]com 

cpanel[.]qkora[.]com 

webdisk[.]qkora[.]com 

cpanel[.]hoursnews[.]net 

ala3eer[.]com 

congrsnews[.]com 

webdisk[.]koraq22[.]com 

cpanel[.]neumecho[.]com 

webmail[.]neumecho[.]com 

webdisk[.]neumecho[.]com 

webdisk[.]congrsnews[.]com 

cpanel[.]azal-press[.]com 

cpanel[.]asdaadubai[.]com 

webmail[.]almhtnews[.]com 

webdisk[.]alwasatalarby[.]com 

webdisk[.]almhtnews[.]com 

webdisk[.]asdaadubai[.]com 

webmail[.]asdaadubai[.]com 

cpanel[.]ahammnews[.]com 

webmail[.]ahammnews[.]com 

webdisk[.]ahammnews[.]com 

webmail[.]sadame[.]net 

cpanel[.]sadame[.]net 

cpanel[.]alwasatalarby[.]com 

webmail[.]alwasatalarby[.]com 

webmail[.]congrsnews[.]com 

cpanel[.]congrsnews[.]com 

cpanel[.]almhtnews[.]com 

webmail[.]ala3eer[.]com 

cpanel[.]ala3eer[.]com 

webdisk[.]ala3eer[.]com 

webmail[.]m3kkhabar[.]com 

cpanel[.]emtiaznews[.]com 

webmail[.]emtiaznews[.]com 

webdisk[.]emtiaznews[.]com 

webmail[.]alnagm-press[.]com 

cpanel[.]alnagm-press[.]com 

webdisk[.]alnagm-press[.]com 

webdisk[.]ajel24[.]net 

webdisk[.]m3kkhabar[.]com 

webmail[.]gool-live[.]com 

webdisk[.]gool-live[.]com 

cpanel[.]gool-live[.]com 

iqraa24[.]com 

kora0[.]ajel24[.]net 

www[.]kora0[.]ajel24[.]net 

webmail[.]buzztrnds[.]com 

www[.]buzztrnds[.]com 

cpanel[.]buzztrnds[.]com 

webdisk[.]buzztrnds[.]com 

mail[.]buzztrnds[.]com 

webmail[.]gulf-press[.]net 

webdisk[.]kora-ar[.]com 

cpanel[.]misrm[.]com 

webmail[.]shahedpress[.]com 

cpanel[.]shahedpress[.]com 

webmail[.]ajel24[.]net 

webdisk[.]shahedpress[.]com 

webdisk[.]misrm[.]com 

cpanel[.]kora-ar[.]com 

webmail[.]kora-ar[.]com 

cpanel[.]ajel24[.]net 

webdisk[.]qarat-news[.]com 

cpanel[.]qarat-news[.]com 

webmail[.]qarat-news[.]com 

webdisk[.]gulf-press[.]net 

cpanel[.]gulf-press[.]net 

webmail[.]misrm[.]com 

kooraone[.]com 

url-short[.]net 

webmail[.]url-short[.]net 

webdisk[.]url-short[.]net 

cpanel[.]url-short[.]net 

newsn[.]co 

popg[.]net 

kora-star[.]co 

webmail[.]kora-star[.]co 

sd-81309[.]dedibox[.]fr 

webmail[.]popg[.]net 

cpanel[.]popg[.]net 

webmail[.]kooraone[.]com 

cpanel[.]kooraone[.]com 

webdisk[.]kooraone[.]com 

cpanel[.]newsn[.]co 

webmail[.]newsn[.]co 

webdisk[.]newsn[.]co 

62-210-102-
63[.]rev[.]poneytelecom[.]eu 
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163[.]172[.]232[.]163 

138[.]201[.]160[.]9 

static[.]9[.]160[.]201[.]138[.]clients[.]
your-server[.]de 

ns2[.]batriq[.]net 

ns1[.]batriq[.]net 

gulfecho[.]net 

ns2[.]processfaq[.]net 

ns1[.]processfaq[.]net 

processfaq[.]net 

ns1[.]almshhd-news[.]com 

ns2[.]almshhd-news[.]com 

almshhd-news[.]com 

ns1[.]nshr[.]news 

nshr[.]news 

www[.]almshhd-news[.]com 

static[.]2[.]160[.]201[.]138[.]clients[.]
your-server[.]de 

ns1[.]maxmam[.]net 

ns2[.]maxmam[.]net 

azal-press[.]net 

www[.]azal-press[.]net 

maxmam[.]net 

ftp[.]maxmam[.]net 

ns1[.]aldarhost[.]com 

ns2[.]aldarhost[.]com 

alwsta[.]net 

alwsta[.]com 

rkizinfo[.]com 

ramz-ie[.]com 

baw-s[.]com 

al-tolab[.]com 

douandad[.]com 

se3f[.]com 

ikidstoys[.]com 

almaroof[.]org 

goodtogo[.]namaren[.]com 

www[.]se3f[.]com 

ele-maga[.]com 

newage[.]sa 

techno-roof[.]com 

www[.]up[.]alwsta[.]net 

pocketnews[.]net 

alasdiqaatrading[.]com 

hu-tk[.]com 

hus-age[.]com 

hucoep[.]com 

vb[.]alwsta[.]com 

bonexyemen[.]com 

inpocket[.]co 

falknat[.]com 
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